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Spotlight on:  Online risks  
 
Oversharing  

Children and young people can sometimes feel pressure to overshare 
online. Remind them that they shouldn’t share private things, such as: 

 personal information, like names, phone numbers, links to other social 
media accounts or their school 

 live or frequent locations 

 other people's personal information 

 links to join private group chats 

 photos of themselves, photos of their body 

 
Sharing their location  

Many apps and games give you the option to share your location. You should help children 
think about how and when they’re sharing it. Some of the ways they may be likely to share 
location include: 

 tagging photos with the geo-location 

 checking into venues 

 sharing journeys 

 location settings on your child’s device 

 sharing images or videos that contain street names etc. 
 

If shared publicly, their location could be seen by someone they don’t know. People could find 
out where they live or go to school, allowing an accurate picture of their daily routine to be 
built up.    

Continued on the next page…... 

Dear Parents/Carers,  

Online safety is  something we take very seriously at Stoke Park. Children are spending more 
and more time online and it is important that we teach them the skills and knowledge to  navi-
gate the online world safely.  

We are seeing a growing number of children using social media sites and being exposed to inap-
propriate and unsafe content on these sites. We would like to remind parents that most social 
media sites have an age restriction of 13+.  Our spotlight on feature today focuses on some of  
the risks to children being online, particularly if unsupervised.  

Later this term, we will be having an online safety day, where children will learn how to keep 
themselves and others safe online.  

If you would like any further information about specific apps, please get in touch.  

Mrs Higgitt 

Assistant headteacher and DSL> 
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Useful contacts:  

First Response: To report any safeguarding concerns. This can be done anonymously. 01179036444 

North Bristol Foodbanks (0117 9791399)  For areas covered see here: https://northbristol.foodbank.org.uk/
locations/ 

Young Minds: supporting children and young people's mental health 

Mind: adult mental health support and information  

Refuge: domestic abuse support 

Bristol Mindline: 0300 123 3393 (in the day); 0800 808 0330 (after 7pm) 

Talking to people they don’t know  

Some social networking such as Omegle and Kidschat.net promote connecting you to chat with 
people you don’t know.  

This puts young people at risk of grooming or online forms of abuse, along with the risk of 
moving the conversation to other platforms or meeting up offline.  You should be aware of this 
across all social media 

 

Sending or receiving inappropriate content  

 

Young people can feel pressured into sharing content that could be harmful to themselves or 
others. This could be in the form of sexting or sharing nudes, or it might be sharing memes and 
images of others without their consent – which can be a form of cyberbullying. 

DMs (direct messages) can be used to share very quickly and they have no control over how 
the image is shared further. Some social platforms have features such as disappearing messag-
es – where an image or text will only show for a certain amount of time for the recipient be-
fore deleting. This might make users feel they can share more, but the recipient can still 
screenshot and forward the content to others 

 

Unrealistic sense of body image or reality 

With so many influencers and users sharing photos, children can feel under pressure to con-
form to the ‘ideal’ body and lifestyle. It’s important to talk about positive body image and help 
children see that what others post is a curated version of their life, and to question what they 
see online  

 

Obsessive focus on likes and comments 

Children may be very focused on how many likes or comments their posts get, which can leave 
them feeling that they aren’t good enough, or not as popular as someone else. 

Try to help them remember that likes aren’t everything. Instagram has an option to turn off 
likes on posts – that may help to ease the pressure. 

 

Age restrictions of Social Media Apps 

Please be mindful that social media apps are not appropriate for pupils under the age of 13. 
Below are the age restrictions for the most popular apps:  

What's App—16 years + 

Instagram—13 years + 

Facebook—13 years + 

Snapchat—13 years + 

TikTok—13 Years + 

https://northbristol.foodbank.org.uk/locations/
https://northbristol.foodbank.org.uk/locations/
https://youngminds.org.uk/
https://www.mind.org.uk/
https://www.nationaldahelpline.org.uk/
https://bristolmind.org.uk/mental-health-resources/bristol-mindline/
https://www.nspcc.org.uk/keeping-children-safe/online-safety/sexting-sending-nudes/
https://www.nspcc.org.uk/keeping-children-safe/child-abuse-and-neglect/bullying-and-cyberbullying/


 

 


